Data Security Checklist for Principal Investigators

Date:
Name of Protocol

Name of PI:
PI’s Phone Number and e-mail address:

Name of Privacy Officer (PO): Angela Pluff
PO’s Phone & e-mail address: (315) 425-3784 angela.pluff@va.gov
Name of ISO: Barth Brawdy 
ISO’s Phone Number and e-mail address (315) 425-4620  barth.brawdy@va.gov
Instructions: If you answer NO to any one of the statements, you may not remove or transmit the data outside the VA and you must consult with your supervisor, ISO and Privacy Officer. If the research will not obtain any VA sensitive information/data the statements below should be marked as not applicable (N/A).

	Yes
	No
	N/A
	Specific Requirement

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	All VA sensitive research information is used and stored within the VA

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	All copies of VA sensitive research information are used and remain within the VA


If you have answered yes or N/A to both statements above, stop here.
If the original or copies of VA research information are removed from the VA the following apply: See Appendix A for definition of terms used in this document.

	Yes
	No
	N/A
	Specific Requirement

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	Permission to remove the data has been obtained from 1) your immediate supervisor. 2) your ACOS/R&D. 3) the VA Information Security Officer (ISO), and 4) the VA Privacy Officer.

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	A property pass for the equipment (Laptop etc.) has been obtained.

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	The laptop or other portable media is encrypted and password protected. Note: Contact the VA ISO at your facility for encryption issues.

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	Data are not transmitted as an attachment to unprotected e-mail messages.

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	Names, addresses, and Social Security Numbers (real and scrambled) have been replaced with a code. Note: Names, addresses, and Social Security Numbers (real or scrambled) may only be maintained on a VA server and documentation of the procedure by which the data were coded must remain within the VA.

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	Data sent via mail or delivery service have been encrypted. Note: It is preferable to send data on CDs or other media by a delivery service where there is a “chain of custody”.

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	For data that will reside on a non-VA server: The server has to be certified and accredited as required by Federal Information and Security Management Act of 2002 (FISMA). Note: your facilities ISO should be consulted.

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	Access to the data is only by those who are authorized to access it and the access is related to VA-approved research.

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	Procedures for reporting theft or loss of sensitive data or the media such as a laptop, containing sensitive data are in place and familiar to the research and all others who have access to, use, store, or transport the data.


Principal Investigator’s Certification: Storage
& Security of VA Research Information

Instructions:

1. This certification must be completed by all Principal Investigators (PI) and submitted to their facility’s ACOS/R&D no later than April 1, 2007. It must also be completed and submitted to the ACOS/R&D by April 1st annually there after. If you are a PI on more than one research protocol, you may a) complete a form for each protocol. B) list additional protocols and date of R&D approval on the bottom of this form, or c) attach a separate list.

2. This form must be completed for each new protocol and a copy of this form must remain with the research protocol file.
3. This form must be submitted to ORD during the Just-In-Time process if you will be funded by ORD for a research project.

I certify to the best of my knowledge that all VA sensitive information associated with the research study entitled.

Principal Investigator’s Signature

and approved by the Research and Development Committee on__________________________

is being used, stored and secured in accordance with the applicable VA and VHA policies and guidance.

Name:______________________________________

Title:________________________________________

Date:_______________________________________

Phone:______________________________________

E-mail:______________________________________

C.c.      IRB Protocol File


Information Security Officer


Privacy Officer 

PROJECT INFORMATION:

 Assessment of security of VA research data shared outside the VA
Project Title: 


Principal Investigator     ___________________          Sponsor:___________________

 1. What identifiable data (e.g. name, social security #, date of birth) has been/is being/will be disclosed outside the VA(e.g. kept on personal computers, sent to co-investigators, statisticians, funding agencies, contractors, companies).. To what extent are identifiers removed? How are the data used? Is this disclosure included in the informed consent? 
2. How are identifiable data transferred/transmitted (e.g. If sent electronically, indicate what level of encryption is used, if any. If the data are on paper forms, are they sent via campus mail, etc)? 
3. How do you store your identifiable VA data: e.g. on hard drives, mobile computers (laptops), memory sticks, ZIP drives, JAZZ, other media?
4. How is identifiable data stored outside the VA? (e.g. If in locked cabinets, who has keys? If stored electronically on a server, where and under what security?) 
5. When the study is completed, how will the identifiable data be destroyed or will it be returned to the VA? ( Note the VA has a program for destroying data on HARD DRIVE/MEDIA. Give devices to the Information Security Officer) 
6. If you have identified potential vunerabilities, how will they be addressed? 
I affirm the accuracy of this application, based on my knowledge and the information provided to me by __________________________________. (e.g. name of the sponsor representative) 

____________________________________________      Date_______________

 Principal Investigator Signature
Agree / Disagree





__________________________________

INFORMATION SECURITY OFFICER


Agree / Disagree

___________________________________

PRIVACY OFFICER
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