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1. PURPOSE:  

This policy describes VA Western New York Healthcare System (WNYHS) Research and Development (R&D) measures to protect VA Research, Information, Personnel Identifiable Information (PII), and Protected Health Information (PHI) obtained for research purposes.

2. SCOPE:
This standard operating procedure (SOP) applies to all individuals within the Research Office and any individual that has a Research Protocol or Component of a Research Protocol at the VA WNY Healthcare System or within their area of responsibility.
3. ROLES AND RESPONSIBILITIES:  

Roles and responsibilities are derived from VHA Handbook 1200.05, VA Directive 6500 and associated Handbooks, and may extend to staff outside of the Research Office.
Principle Investigator (PI): Is the individual with overall responsibility of the collection, sharing, transferring, storing/saving, and destruction of VA information used in an approved research study protocol.  The PI is responsible for any and all actions of Co-investigators or statisticians assigned to a research protocol.

Information Security Officer:  Is the individual with responsibility to conduct research protocol reviews prior to or at the time of initial review by the IRB. Reviews should identify inconsistencies between the various components of the initial review packet, proposed processes that would not be consistent with VA policy, and regulatory and legal requirements or procedures that would place VA data at unnecessary or unreasonable risk.  The ISO will be prepared to assist, as requested, in any remediation activities required by the PI. Results of remediation activities will be provided, through the PI, back to the issuing committee for consideration. The ISO is responsible for reviewing the following:  data source, data access, data sharing, data transmission, data destruction, incident reporting.

Privacy Officer:  The Privacy Officer (P.O.) is responsible for ensuring that the proposed research study complies with all applicable local, VA and other Federal requirements for patient privacy and confidentiality. The P.O. will conduct a comprehensive review of all research protocols and inform the IRB committee via a summary report of their findings. The P.O. must identify any deficiencies during their respective reviews and make recommendations to the investigator on how to correct these deficiencies. The P.O. will follow up with the investigator in a timely manner, to ensure that the proposed research is in compliance with relevant privacy and confidentiality, and information security requirements before the investigator initiates the study. 
4.  PROCEDURE: 
a. Individual investigators or VA employees (compensated by VA or persons appointed under a WOC or IPA) do not own the data used or obtained by VA investigators for R&D Committee approved research, preparatory to research activities, or data placed in VA Research Data Repositories.  These data are VA information and are owned by the Administration, Staff Office, or other Agency component that generates or gathers the information to perform statutory responsibilities.  For clinical trials the original, completed case report forms are the property of the research sponsor, but VA must retain copies of the case report forms.  Patient medical records, original notes, documents, and records produced by VA in the course of the protocol are the property of VA.  In addition any records obtained outside of the VA to support VA research is also the property of VA
.
b. All rooms containing computers with sensitive research data must be secured and monitored in accordance with VA policy. Employees must use approved VA computer equipment, and laptops must have encryption that is FIPS 140-2 compliant. Employees must secure approval to obtain, use, transfer and store sensitive data as required by VA directives. This may or may not include the use of a Data Use Agreement or Information Sharing Agreement.

c. All VA sensitive information (including PHI) must be properly sanitized from non-VA-owned Government Furnished Equipment (VAGFE) with methods approved by the Information Security Officer (ISO). VA Information Technology (IT) employees assure that all servers containing VA sensitive data are secure within the VA’s control; behind a VA Firewall with access properly controlled and monitored. Sensitive research data may NOT be stored outside the VA unless applicable permissions have been obtained from the person’s supervisor, the ACOS/R&D or designee, the Privacy Officer (PO), the Information Security Officer (ISO) and a waiver has been submitted and approved in accordance with VA Handbook 6500. This includes the storage of VA sensitive research data on non-VA computer systems/servers, desk top computers, thumb drives or other portable media located outside the VA, as well as the storage of hard copies of VA sensitive research data.
d. If human tissue samples are to be transferred to another VA the PI must obtain approval from the Institutional Official, ACOS/R&D and the Office of Research and Development and must follow all VA requirements.  If
 human tissues samples are to be transferred outside of the VA, a request for a VA approved tissue repository site must be requested through the AO/R&D to the Office of Research and Development to the VA Specimen Research and Biobanking Program Manager, Department of Veterans Affairs Biomedical Laboratory Research and Development (10P9B) in Washington, D.C.
e. For
 the loss or theft of sensitive VA research data/information or portable media such as laptops or personal computers (PCs), notification to the ISO and PO must be completed within one hour.  For additional reporting responsibilities refer to VHA Handbook 1058.01 Research Compliance Reporting Requirements, VISN 2 Policy 10N2-147, Management and Reporting of Security and Privacy Incidents, VISN 2 IS Security Policy, 10N2-87, VISN 2 Privacy Policy, 10N2-103, VA Handbook 6500.2, Management of Data Breaches Involving Sensitive Personal Information (SPI), OMB Circular A-130, OMB Memorandum M-06-19.
f. Destruction of Data:  At this time VA sensitive and non-sensitive data in research must not be destroyed until further notice and direction from VA Central Office (CO).  The ISO, Privacy Officer (PO) and Chief Information Officer (CIO) are both available to assist with compliance of this VA regulation.  All records must be stored in accordance with the Record Control Schedule (RCS-10).

5. ACTIVE RESEARCH:  
Research staff will obtain and protect all research data as outlined in the approved research protocol.  The following documents will be submitted to the Research Department at the initial submission and may receive an annual review based on the data obtained and transferred.  All requests for annual approval will accompany the continuing review submission request.

a. The Checklist for Reviewing Privacy, Confidentiality and Information Security in Research form must be submitted to the research office as part of the protocol submission package.  The information contained on this document will outline the type of identifiable data, the method of use and storage, and method of transferring off site as applicable. This form requires the signed/initialed approval of the ISO and the PO prior to commencement of research activities.

b. Data Security Checklist for Principal Investigators form must be submitted to the research office as part of the protocol submission package.  The information contained on this document describes the identifiable information that is collected and the specific requirements that apply.  This form requires the signed/initialed approval of the ISO and the PO prior to commencement of research activities.

c. The authorization to transport and utilize VA sensitive information outside protected environments form must be submitted to the research office as part of the protocol submission package if the investigator intends to remove identifiable research data from the VA.  The information contained on this document will outline the identifiable data that is transferred outside of the VA and the justification of the transfer.  This form requires the signature of the requester, AO for R&D, concurrence of the ISO, the CIO and authorization by the MCD.

d. Once approval is obtained the Investigator is required to submit an amendment to approve any changes in the type, amount or method of data obtained.  All Investigators and the applicable research are subject to Environment of Care rounds and Research Compliance audits either as routine or “for cause”.
e. VA sensitive information is defined in VA Handbook 6500, Information Security 
Program as all department data on any storage media or in any form or format which requires protection due to the risk of harm that could result from inadvertent or deliberate disclosure, alteration, or destruction of the information.  The term includes information whose improper use or disclosure could adversely affect the ability of an agency to accomplish its mission, proprietary information, and records about individuals requiring protection under various confidentiality provisions such as the Privacy Act or Health Insurance Portability and Accountability Act (HIPAA).  

f. The following 18 items relating to the individual or of relatives, employees, or 
household members of the individual, are considered PHI identifiers under HIPAA: 
· Patient/Participant Names or names of participant’s relatives, employers, or household members

· Geographic subdivisions smaller than a State (including street address, city, county, precinct, and zip code)

· Dates directly related to an individual and/or ages over 89 (including, but not limited to DOB)

· Telephone numbers and/or Fax numbers

· Electronic mail addresses 

· Social Security Numbers (including scrambled SSNs)

· Medical record numbers

· Health plan beneficiary numbers

· Account numbers

· Certificate/license numbers 

· Vehicle identifiers and serial numbers, including license plate numbers

· Device identifiers and serial numbers

· Web Universal Resource Locators (URLs)

· Internet Protocol (IP) address numbers

· Biometric identifiers, including finger and voice prints

· Full face photographic images and any comparable images
g.  Under HIPAA's "safe harbor" standard, information is considered de-indentified if all of the above have been removed, and there is no reasonable basis to believe that the remaining information could be used to identify a person. 
The covered entity may assign a code or other means of record identification to allow de-identified information to be re-identified, if the code is not derived from, or related to, the removed identifiers. (Only the covered entity will have the re-linking information.) Please note that data are referred to as “coded” data and are not to be considered “de-identified” data.
Alternatively, under the "statistical" standard, a covered entity may determine that health information is not individually identifiable (and thus protected) health information if: 

· A person with appropriate knowledge of and experience with generally accepted statistical and scientific principles and methods for rendering information not individually identifiable, applying such principles and methods, determines that the risk is very small that the information could be used, alone or in combination with other reasonably available information, by an anticipated recipient to identify an individual who is a subject of the information; and [that person] documents the methods and results of the analysis that justify such determination.
· As an alternative to using fully de-identified information, HIPAA makes provisions for a limited data set from which direct identifiers (like name and address) have been removed, but not indirect ones (such as age). Limited data sets require a data use agreement with the party to which/whom it is provided. 
6. TERMINATION OF EMPLOYMENT:  

Research staff will protect all research data including human research data, their PHI, and other VA sensitive information by instituting the following practices when terminating their VA appointment:

a.
Prior to termination the Investigator must submit the following two items to R&D staff; a page 19 finance report form as supplied from the E-promise system and a final closure report. 

b.
If data (paper or electronic) (sensitive or non-sensitive) is to be transferred to another VA computer system/server or site this may occur after approval has been obtained from both the Institutional Review Board (IRB) (if applicable) and R&D Committee at the current site and the future VA site by the Investigator. This transfer must have concurrent approval by the ISO, Privacy Officer, (if applicable), ACOS/R&D and the Institutional Official (IO) and the transfer must be in compliance with all VA requirements including those found in VA Handbook 6500.
c.  If data will not be transferred, appropriate plans must be in place for the transfer of data to the Research Office for secure storage until destruction is allowed.

7.  REFERENCES: 

VA IT Directive 06-02, Safeguarding Confidential and Privacy Act-Protected Data at Alternative

Work Locations.

VA IT Directive 06-05, Use of Personal Computing Equipment. 

VA IT Directive 06-06, Safeguarding Removable Data.  

VA Directive 6500, Information Security Program. 

VA Directive 6502, Privacy Program. 

VA Handbook 1200.05, Requirements for the Protection of Human Subjects in Research

VHA Handbook 1605.1, Privacy and Release of Information. 

VHA Handbook 1605.2, Minimum Necessary Standard for Protected Health Information. 

VA Handbook 6500, Information Security Program.

VA Handbook 6502.1, Privacy Violation Tracking System (PVTS). 

VA Handbook 6502.2, Privacy Impact Assessment. 

VA Memo DUSHOM/CRADO, Certification by Principal Investigators: Security Requirements for

VA Research Information. 

VA Memo DUSHOM/CRADO, Research Responsibilities for Protecting Sensitive Information.

VA Memo DUSH/CRADO, Cyber Security and Privacy.

VA Memo ORO/CO Compliance Oversight Procedures For Use and Storage of VA Sensitive 
Research Information

VHA Handbook 1058.01 Research Compliance Reporting Requirements
VA WNYHS IRB SOP

VA WNYHS R&D SOP

�Partial ownership of data must be accounted for involving VA and outside organizations, especially concerning liability and responsibility issues.  


�Clarification is needed on who owns what and human tissues be specified with regards to transfer outside of the VA.  


�Rewording about the notification from the point of view of the researcher as to what is required for reporting and clearly delineate what is researcher versus committee related.





