
VA WNY Healthcare System

ASSESSMENT OF SECURITY OF VA RESEARCH DATA

Project Title:      
Principal Investigator      
VA Responsible  Investigator: Same: _____   or Name:      


Sponsor:      
 1. What identifiable data (e.g. name, social security #, date of birth) has been/is being/will be:

A. Collected?       

B. How will data be used?      
C. To what extent are identifiers removed?      
D. Kept on personal computers?      
E. How will data be sent to co-investigators, statisticians, funding agencies, contractors, companies?      
F. Disclosed outside the VA?      
G. Is disclosure included in the informed consent?     
2. How are identifiable data transferred/transmitted? (If sent electronically, indicate what level of encryption is used, must be FIPS 140 compliant,). If the data are on paper forms, are they sent via campus mail? When using US Postal Office/Fed-EX, is it tractable, is it “double enveloped”, etc?      
3. Where do you store your identifiable data: e.g. on hard drives (give the location, for VA it may be: G, T, M, X, etc, be specific), mobile computers (laptops), memory sticks, ZIP drives, JAZZ, other media? Indicate what security software programs are used, what kind of encryption programs is used? Password protected files: how often do the passwords change?       
4. How is identifiable data stored outside the VA? What building is it stored, locked cabinets, who has keys? If stored electronically on a server, where and under what security (see the list of requirements above)?      
5. When the study is completed, how will the identifiable data be destroyed or will it be returned to the VA? If in paper form, who will destroy and how? If on a computer, who will destroy and how? If  audio, return to ISO. Note: The VA has a program for cleaning and/or destroying media used in Automated Information Systems (AIS). If you have or will save protected information to electronic devices contact the Information Security Officer  (ISO) 862-3269 for appropriate guidance.      
6. If you have identified potential vunerabilities, how will they be addressed?      
I affirm the accuracy of this application, based on my knowledge and the information provided to me by __________________________________. (e.g. name of the sponsor representative) 
____________________________________________      Date_______________

 Principal Investigator Signature
____________________________________________       Date ______________
  VA Responsible Investigator Signature                          
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