COMBINED DATA USE DATA TRANSFER AGREEMENT REQUIREMENTS 
1. When a combined Data Use Agreement (DUA)-Data Transfer Agreement (DTA) is required. A Combined DUA-DTA is required when data are transferred for research from: 
a. One Department of Veterans Affairs (VA) facility to another VA facility 
b. One VA investigator or data owner or administrator (e.g., administrator of a Veterans Integrated Service Network (VISN) data warehouse, a national database, or a research data repository) to a VA investigator for a VA-approved research project. NOTE: This is applicable when a data extract or the data are actually transferred by the data owner or administrator to the investigator. If the investigator or the investigator’s research staff perform the data extract, the data owner or administrator must approve this activity in writing and must define what data may be extracted, how they may be used, who may use them, if they can be disclosed to others, how they must be secured, and if they may be reused for other research. 
c. A VA investigator or Principal Investigator (PI) to a non-VA person or entity who is serving as a contractor or collaborator on the PI's VA-approved protocol 
d. Preparatory to research when data are transferred from a data repository for review by the investigator or the investigator’s research staff. NOTE: Subparagraph 9a of the Handbook contains requirements for when the investigator or the investigator’s research staff directly access a database. 
NOTE: Although VHA Handbook 1605.1 does not require the use of a DUA for transferring of data for research purposes within VHA, this Handbook has added the requirement for a DUA- DTA when data are transferred for research purposes. 
2. When a combined DUA-DTA is not required. A Combined DUA-DTA is not required when: 
a. Data are transferred (disclosed) to a research sponsor in accordance with the VA-approved protocol and signed research informed consent documents and Health Insurance Portability and Accountability Act of 1996 (HIPAA) authorizations. 
b. Data are transferred from one VA facility or VA investigator to another VA facility or VA investigator when this transfer is required to conduct a VA-approved protocol, the transfer is described within the protocol, and the protocol is approved by each site’s IRB and the protocol is then active at each site. For example: When data from a multi-site VA-approved clinical trial must be transferred to a VA coordinating center or to another VA site involved in the protocol. 
c. Data are disclosed to a non-VA individual or entity for research purposes and: 
(1) A signed research informed consent and signed HIPAA authorization has been obtained from each research subject, or VHA HANDBOOK 1200.12 March 9, 2009 APPENDIX C C-2 
(2) A written request for the data has been sent to the Privacy Office and the Privacy Officer has determined that: 
(a) The release of the data meets all requirements of the Privacy Act, HIPAA, and other applicable regulations, 
(b) The Privacy Officer has approved the release, and 
(c) All other applicable approvals have been obtained. 
NOTE: The actual release of the data must be coordinated with the facility’s Privacy Officer. All requirements in VHA Handbook 1605.1 must be met. 
3. Developing a combined DUA-DTA. When a Combined DUA-DTA is required it must be developed in accordance with this appendix, and it must be signed by an official of the releasing facility and an official of the receiving facility or entity prior to data being transferred. The officials signing the Combined DUA-DTA may vary depending on the specific information that is being transferred, how it will be used, and on the location to which the data are being transferred. NOTE: One of the signing officials at the releasing facility and one of the signing officials at the receiving facility must have the authority to enforce the requirements in the DUA-DTA such as the Associate Chief of Staff (ACOS) for Research and Development (R&D), the Chief Information Officer, or the medical center Director. 
4. Identifying the signing officials for combined DUA-DTAs 
a. Data being transferred within a VA facility. The data or database owner or designee and the receiving investigator are the signatory officials for the Combined DUA-DTA. The ACOS for R&D of the recipient must also sign the Combined DUA-DTA. 
b. Data being transferred to another VA facility. The data or database owner or designee must be the signatory official for the releasing facility. The ACOS for R&D of the releasing facility must also sign the Combined DUA-DTA if the data being released are from a research data repository. In addition, the releasing facility and other VA policies may require the signature of other officials such as the Chief Information Officer, the Privacy Officer, the ISO, or the database owner’s or the administrator’s supervisor. 
5. Elements that must be incorporated into all combined DUA-DTAs. These include: 
a. A description of all specific uses of the data including the name of the research protocol in which they will be used. If the use is preparatory to research, a description of the intended preparatory activity and the potential research project must be included. 
b. Names of all persons who will have access to or use the data. March 9, 2009 VHA HANDBOOK 1200.12 APPENDIX C C-3 
c. Name and description of any entities to which the data will be disclosed as required by the protocol. 
d. Disposition of the data after the research is completed. Include both the initial data received, any new data that were generated based on the data that were originally transferred, and any data repositories created from the original data. 
6. Stipulations that must be included in all combined DUA-DTAs. These include that: 
a. The data will not be disclosed within the VA or outside the VA other than as permitted by this agreement and permitted within the protocol for which the data have been requested. 
b. Data must be used, stored, and secured according to the requirements of the VHA series 1200 Handbooks, other applicable VA and VHA requirements, and as described in the approved research protocol. 
c. Any non-compliance with the applicable VA and VHA requirements, other applicable Federal regulations, or the research protocol as approved by the IRB and R&D Committee(s), must be reported according to the facility’s policies and procedures and by VHA requirements. It must also be reported to the investigator or VA employee who allowed the data to be transferred. If data are from a VA data repository, the data repository administrator or owner must notify the IRB(s) having oversight responsibilities for the repository in accordance with the repositories procedures. 
d. Any theft, loss, or compromise of the data must be immediately reported to the investigator’s facility’s ISO, Privacy Officer, the investigator’s supervisor, and others as stipulated in VA, VHA, and local facility’s requirements. It must be reported to the Privacy Officer and ISO of the facility from which the data were transferred, in addition to the investigator or VA employee who allowed the transfer of the data. If data are from a VA research data repository, the research data repository administrator must notify the IRB having oversight responsibilities for the repository in accordance with the research data repositories procedures 
e. No effort will be made to re-identify data that are de-identified. 
f. Scrambled social security numbers (SSNs) will not be “unscrambled” to reveal the real SSNs. 
NOTE: A combined DUA-DTA is not required if data is to be transferred from one VA facility to another VA facility in accordance with the VA-approved protocol. The same protocol must be approved by each facility’s IRB for each facility engaged in that research. Examples include: 
a. Data from a VA Cooperative Studies Program (CSP) protocol are transferred from one of the VA sites to a CSP coordinating center, or VHA HANDBOOK 1200.12 March 9, 2009 APPENDIX C C-4 
b. If a VA-approved research protocol is open at more than one site, the data may be transferred to one of the other sites that is conducting the same research if this data transfer is described in the protocol.

