Both Human Subjects and GCP
Collaborative IRB Training Initiatives (CITI): To satisfy the annual requirement for training in both Good Clinical Practice and ethical principles of human research protection, ORD accepts the completion of the CITI group called VA Only.  If you have any questions about registering, please send an email to michael.fallon@va.gov.
Data Security Training 
Attached are instructions for logging enrolling in LMS.  Please do the following:
https://www.lms.va.gov/plateau/user/login.jsp
1. enroll in LMS (following the attached instructions) 
1. Take the data security course. You can find it by typing “Information Security 201 for Research & Development,” into the search bar. The training has two parts – review of lessons (spend at least five seconds on each page, or it will not count), and then a test.  


The Information Security 201 for Research is also available on the EES/Librix external server. All of the WOCs can now self-enroll and complete the requirement at: https://www.ees-learning.net/librix/loginhtml.asp?v=librix
Ethics Training
If you are a VA employee, you can access the training from a VA computer on the LMS website via the link below:
https://www.lms.va.gov/plateau/user/login.jsp
Search for the course “Ethics Most Wanted,” and add it to your learning plan. Please provide a copy if your completion certificate once you have viewed the course.

If you are a WOC researcher you must complete the training called “VHA Mandatory Training for Trainees V2” in which is embedded “Ethics Most Wanted” training, along with a list of other new-employee-type training.
This training can be accessed by WOCs through this link:   
https://www.tms.va.gov/plateau/user/login.jsp  
Click on “create new user” in the red box. See screencapture.  Follow the prompts and select the appropriate professional CAREFULLY. i.e. if you are a WOC, highlight the “WOC” prompt. Then click the “Next” prompt highlighted in yellow. Since TMS is a www website, TMS may be accessed from your home computers.  Self enrollment currently will not work through an iPad.  Attached are computer configurations for home computers.


· You will register for your account and choose “Volunteer” under My VA Job Information. 
·  The current Managed Self-Enrollment- TMS user interface requires that a self-enrollee know four facility-specific data in order to successfully self-enroll:
· VA Location Code -ALN
· VA Point of Contact first name:  insert supervisor’s first name
· VA Point of Contact last name:  insert supervisor’s last name
· VA Point of Contact email address: supervisor email address
· VA Point of Contact Phone Number:  supervisor phone number
Make sure that you put a check mark in HIPAA Training Required.
· This enrollment must be exactly accurate in order to have your enrollment validated by your Point of Contact. Make sure you also insert a checkmark in the HIPAA Training Required prompt by clicking on the box. Then continue on to ‘Submit’.
· After you have completed all of the enrollment information, you will log in with the new TMS UserID (email address) and Password that you have created, you will see the pop up screen directly to the mandates you are required to complete.  These courses are your valid courses now to complete.  These will be ready for you to complete.
· Please make sure that any prompt you see that states “congratulations you’ve complete”, or any statements to that affect, save or screen capture before exiting.  When you also get to the “Print Certificate” option, also print the certificate.  These documents will assist us in fixing the error in the event the completion did not successfully record in TMS.  
· If you need help with TMS Self Enrollment, please contact the VA TEMP Help Desk at 1-866-496-0463 or email VAMSEHelp@gpworldwide.com.

ALL RESEARCHERS MUST COMPLETE ALL VA MANDATORY TRAINING IN ADDITION TO THE COURSES LISTED ABOVE. PLEASE CONTACT LAURA HIGDON FOR ASSISTANCE RELATED TO EDUCATION AND TRAINING: 518-626-5624
_____________________________________________________________________
All training is tracked by the research office on annual basis or semi-annual basis. For annual training, please complete within 12 months from when you last completed the course. 
Please email your complete IRB submissions to the Research office:
Laura.Higdon@va.gov
Contact Jessica M. Capeci, HRPP Coordinator, with any questions or concerns related to human subjects research (518) 626-5626.
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HOW-TO GUIDE FOR LMS USERS  
 


HOW DO I…? FOLLOW THESE STEPS! HELPFUL HINTS  


Access the LMS? 


1. Go to www.lms.va.gov 
2. Enter your User ID—your User ID is your 


LASTNAME.FIRSTNAME + the month and day of your 
birth   
(EXAMPLE #1:  User VALMS, DOB 12/25/55 = 
VALMS.USER1225) 
(EXAMPLE #2:  User2, VALMS, DOB 4/1/71 =  
VALMS.USER20401) 


3. Enter your Password—the first time you log into the LMS, 
all passwords will be set as Password#1 


4. Click LOGIN 


Remember:  your User ID should be entered in ALL 
CAPS, otherwise you will get an error message and be 
asked to re-enter this information correctly. 
 
Be sure to use your given first name (NOT your 
nickname).  Check your Pay stub. 
 
For those with hyphenated last names (e.g. VALMS-
VAUSER), drop the hyphen 
(VALMSVAUSER.USER0101) 
 
After you log into the LMS for the first time, you will be 
prompted to create a new “strong” password using the 
following rules: 


• The length of the password must be between 8 
and 40 characters.  


• The password must contain the following types 
of characters: 


o English lower case letters.  
o English uppercase letters. 


and at least one of the following:  
o Arabic numerals(0,1,2,...9).  
o Non alphanumeric special characters 


(!@#$%^&*()-_+=\{\}[]<>?/'";:\\|) 
• The password cannot contain User ID (login ID) 
• The password cannot contain user's first name 


and last name 
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HOW DO I…? FOLLOW THESE STEPS! HELPFUL HINTS  


Update My LMS Profile? 


1. After logging into the LMS (see instructions above), click 
UPDATE YOUR PROFILE 


2.  Fill in your correct VA email address 
3. Select your direct supervisor using the name search 


feature (by first and last name), then click  SUBMIT  


YOU MUST ENTER YOUR CORRECT VA EMAIL 
ADDRESS IN THE UPDATE YOUR PROFILE section of 
the LMS so that related training notifications can be 
routed to you appropriately 
 
YOU MUST ENTER YOUR DIRECT SUPERVISOR’S 
NAME ACCURATELY IN THE LMS so that training 
approvals and notifications can be processed in a timely 
manner 


View My Learning Plan? 
1. After logging into the LMS (see instructions above), click 


LEARNING menu on the big blue bar.  Your learning 
plan will appear on the screen) 


Or click on the “go to Learning Plan” button on the right 
side of the screen 


Search the LMS Catalog? 


1. After logging into the LMS (see instructions above), click 
CATALOG menu or enter a keyword in the Search box 
in the upper right and click GO.. 


2. Click on ADVANCED CATALOG SEARCH, then enter the 
information you have related to that course 


In order to maximize your catalog search, make sure that 
you have as much accurate information about the item 
you are searching as possible. 
 
Whenever possible, search by the numeric item number 
for the specific training item you’re looking for so that you 
can find it quickly and easily! 


Add a course to my learning plan? 
 
 
 


1. Click CATALOG at the top of the screen.  This will take 
you to a place where you can browse for learning items 
organized by subject.   


 
2. Alternatively you can click on “ADVANCED CATALOG 


SEARCH” or “SIMPLE SEARCH” and search for an item 
by title or keyword.  Once you have found an item you wish 
to add to your plan, click “ADD TO LEARNING PLAN”. 


 


Not all items can be automatically added to your learning 
plan depending on how that particular item or course is 
managed in the LMS 
   
You can usually self-register for an online course and 
add it to your own learning plan, and some classroom-
based training may also allow self-registration 
 
For LMS items that do not allow self-registration, you will 
need to follow the LMS prompts to request registration 
pending appropriate approval from your supervisor or an 
LMS administrator.  
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HOW DO I…? FOLLOW THESE STEPS! HELPFUL HINTS  


Remove items from my learning plan? 
 
 


1. If you have elected to add learning items to your plan and 
you would like to remove some or all, go to your learning 
plan under the “LEARNING” link.   


 
2. If you have a trash can under the “REMOVE” column next 


to an item on your plan, you can remove the item by 
clicking on the trash can.   


 
3. Confirm that you want to delete the item and it will be 


removed. 


You can only remove items from your Learning Plan that 
you have added yourself.  All items that have been 
assigned to you by someone else can only be removed 
by an approved administrator 
 
Supervisors can remove assigned learning from their 
direct reports’ learning plans only if they added the item 


View My Learning History? 
1. After logging into the LMS (see instructions above), click  


LEARNING at the top of the screen. 
2. Click on LEARNING HISTORY 


This feature allows you to see all completed courses in 
one location.  You may also print copies of training 
certificates (when applicable) and review online content 
for any refresher training needs you may have. 


Print My Learning History 


1. After logging into the LMS (see instructions above), click 
REPORTS at the top of the screen. 


2. Click on LEARNING HISTORY 
3. Set report parameters (date range, etc.) as appropriate 
4. Click RUN REPORT 


The learning history report is best viewed as a PDF file 
but you can select other formats based on your needs 
and how you intend to use the data 
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TMS Desktop Settings v5.docx
Minimum PC Settings for Launching Web-Based Content from the 

VA Talent Management System (VA TMS)

The Department of Veterans Affairs (VA) has deployed an enterprise-wide Talent Management System (TMS). The VA TMS offers many benefits to VA, including the seamless launch of web-based learning content and the automatic recording of learning progress from that content. In order to support these processes to the fullest extent possible, it is critical to ensure that certain elements relating to Learners’ Internet access is managed.  Specifically, there are settings in the Microsoft Internet Explorer (IE) browser software that must be pushed out to the client computers managed by your facility. Without these settings, learners attempting to take training modules throughout the facility who "think" they are getting credit will be prevented from communicating between their computers, the web-based content, and the VA TMS. Without this communications, the learners may not be credited for the learning they accomplish.  

Here are the specific settings necessary to support VA TMS online training activities as of Sep 29, 2010:  

Internet Explorer > Internet Options> Security Tab 

Add the following to the Trusted Sites List (Trusted Sites Zone): 

		*.army.mil

		*.skillsoft.com 

		*.skillport.com



		*.skillwsa.com

		*.performax.com

		*.performax3.com



		*.akamaiedge.net

		*.edgesuite.net

		*.edgekey.net



		*.plateau.com

		*.hmi.sinclair.edu

		*.skilldialogue.com



		*.books24x7.com

		*.swankhealth.com

		*.swank.com



		*.swankmp.com

		*.medcomrn.com

		



		

		

		





Once the above are added to the “Trusted Sites” Zone, then the following should be employed within that Zone’s Custom Level: 

		.NFramework 

		



		

		Loose XAML

		Enable



		

		XAML browser applications

		Enable



		

		XPS documents

		Enable



		.NET Framework-reliant components

		



		

		Permissions for components with manifests

		High Safety



		

		Run components not signed with Authenticode

		Enable



		

		Run components signed with Authenticode

		Enable



		ActiveX controls and plug-ins:

		



		

		Allow previously unused ActiveX controls to run without prompting

		Enable



		

		Allow Scriptlets

		Disable



		

		Automatic prompting for ActiveX controls

		Disable



		

		Binary and script behaviors

		Enable



		

		Display video and animation on a webpage that does not use external media player

		Disable



		

		Download signed ActiveX controls

		Enable



		

		Download unsigned ActiveX controls

		Enable



		

		Initialize and script ActiveX controls not marked as safe for scripting

		Disable



		

		Run ActiveX controls and plug-ins

		Enable



		

		Script ActiveX controls marked safe for scripting

		Enable



		Downloads:

		



		

		Automatic prompting for file downloads

		Disable



		

		File download

		Enable



		

		Font download

		Enable



		Enable .NET Framework setup

		Enable



		Java VM: 

		



		

		Java permissions

		High Safety (JRE 1.6)



		Miscellaneous: 

		



		

		Access data sources across domains

		Enable  



		

		Allow META REFRESH

		Enable  



		

		Allow scripting of Internet Browser Web browser control

		Disable



		

		Allow script-initiated windows without size or position constraints

		Disable



		

		Allow web pages to use restricted protocols for active content

		Prompt



		

		Allow websites to open windows without address or status bars

		Enable



		

		Display mixed content

		Prompt



		

		Don’t prompt for client certificate selection when no certificate or only one certificate exists

		Disable



		

		Drag and drop or copy and paste files

		Enable



		

		Include local directory path when uploading files to a server

		Enable



		

		Installation of desktop items

		Prompt



		

		Launching applications and unsafe files

		Prompt



		

		Launching programs and files in an IFRAME

		Prompt



		

		Navigate sub-frames across different domains

		Enable



		

		Open files based on content, not file extension

		Enable



		

		Software channel permissions

		Medium Safety



		

		Submit non-encrypted form data

		Enable



		

		Use Phishing Filter

		Disable



		

		Use Pop-up Blocker

		Enable   



		

		User data persistence

		Enable



		

		Websites in less privileged web content zone can navigate into this zone

		Enable



		Scripting: 

		



		

		Active scripting

		Enable  



		

		Allow Programmatic clipboard access

		Prompt



		

		Allow status bar updates via script

		Enable



		

		Allow websites to prompt  for information using scripted windows

		Enable



		

		Scripting of Java applets

		Enable



		User Authentication:

		



		

		Logon

		Automatic logon only in Intranet zone







Internet Explorer > Internet Options> Advanced Tab 

On this tab, you will see the Virtual Machines (VM) which are installed and enabled within your browser. If you have the Sun Java VM loaded it will appear here, as will the Microsoft VM.  Because the Microsoft VM is no longer available for installation, we recommend only the Sun JVM/JRE in support of the VA TMS.  And, due to the limitations of other VA programs running enterprise-wide, the minimum versions of the Sun JVM/JRE recommended for deployment are 1.6.0 (9/29/2010) and above identified on the Sun Java sites as JRE 6.0 (downloadable from http://java.sun.com/products/archive/index.html).  While minimum for the VA TMS, these Java versions may conflict with specialty programs used at some facilities.  If so, use of these computers with the VA TMS will be problematic. 

 In order to enable the Sun Java VM (after downloading and installing it), set the checkbox under the “Java [Sun]” icon.   The Microsoft VM should be uninstalled from the PC.

 “Add-on” Toolbars to IE 

Any desktops displaying the Yahoo™ toolbar on the Browser should disable the Yahoo™ pop-up blocker. If enabled, Learners will not be able to launch certain mandatory courses nor the Profile Update form. VA TMS Administrators will not be able to launch the Profile Maintenance form. 

To disable the Yahoo™ pop-up blocker, find the icon on the Yahoo™ toolbar that looks like a red explosion, right-click on it, and opt to turn off the pop-up blocker.  Also disable the pop-up blockers on Google™ toolbars and/or others.

		General Recommendations 



		

		Operating System (Client)



		

		

		Windows XP



		

		Browser 



		

		

		Microsoft IE 7



		

		Java Plug-in 



		

		

		Sun JRE (Java Plug-in) 1.6.X {latest version}
Downloadable from http://java.sun.com/products/archive/index.html



		

		Adobe Flash Player



		

		

		Adobe Flash Player 10



		

		Adobe Portable Document Format (PDF) 



		

		

		Acrobat Reader 8 





 

* Note:  Multiple versions of the Sun JRE installed on a machine can cause conflicts with TMS communications and may result in learning not being recorded.
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